Installation and Upgrading the New PClompliant POS

The new Version 10 of Rocket POS will meet all current requirements of HixSSQiompliance at the

time of issue. The whole purpose of the PCI compliance is tegsafel credit card informationhis

includes NOT storing any credit card information electronically that can be used to do charges at a later
date.

We recommend you readnd printthis entire document before starting your upgrade. There are many
steps that must be followed in order tascessfully upgrade your existing POS software. Yodonay
your dataif thesestepsand proceduresre NOT followed.

We cannot stress enough, missing a step below will make your POS useless
Summary of Upgrade Steps

Make a copy of the Nickel Folder

Test «isting data for flaws

Install the Upgrade

Unlock the upgrade with your new NSI unlock file
Update the additional stations on your network.
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If you feel like you need phone support for help in this installation, please go to the link below, fill out
the form and fax it in.

http://www.rocketpos.com/OrderEU_Support.pdf

Email support is free and answered on a first come, first served basis. We do expect heavy volume over
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in a support agreement.

You want ® make sure .NET 3.5 is installed on your computer. If you are using VISTA or Wigdows 7
chances are you have .NET installed already. If it is there, you should see a folder similar to the below
under the folderC\Program FiledVlicrosoft. NET
Microsoft Works
4 Microsoft.MET
ADOMD.MET

Primary Interop Assemblies
RACEilA

If you doNOT have .NET on your computer, go to the link below to install it from Microsoft.

http://www.rocketpos.com/VU.asp



The very first step we want to do is make a copy of the NICKEL folder. This is in case something does not
go as expected and you can coplgatck to start over.

Make SURE you are ti@nly one on the Network or PC while doing the below steps.

The below steps are for the DATA computer. In other words, the computer that holds the POS data
that it uses every day.

Reboot your Computeto make sure all programs are closed and all other users are off the system.

We are using Windows 7 in our example screens here, your may be different but the functionality
should be the same.

Bring up Windows Explorer (not Internet Explorer)

@ Sync Center
1 Windows Explorer

g WordPad Espla}rs the

. Easze of Access
. Media Center
J System Tools

4 Back

Find C: dive or the Drive containing the NICKEL folder with the POS data
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Now Open the C: Drive by clicking on it and finding the NICKEL folder.
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Right Click on the NICKEL folder and the below screen will come up
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Click on theCopyoption
Now go click back atte C:

Right click on the C: drive

418 Computer
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= FACT pa
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s EXTE ) Turn on BitLocker...
*—a TOSH - "
My W are wi
_ r supp Restore previous versions
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Copy
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Click on the Paste option
Give your PC a few seconds to copy the folder
You should now have two exact copies of the NICKEL folder

Mickel

NickEIRCnpy

Note: some versions of Windows rename fhastedcopy as a different name other thanshin above.
Okay, now we have a Falhck copy of our data.

We want to now check that our existing data is aligned properly and has no missing sections or
corruption

Go back to the C: dive and click on the NICKEL folder again. All the Files in the Nd&KdHodd now
show on the righthand window of Explorer.

Click on the Type header until you see a file called dbcmake.exe (or dbcmake)



Mew folder

-~

Mame Date modified

J _uninstall 1/6/2010 10:36 AM

Type

File folder

Size

|. dbcrmake.exe 6,/30,/2009 5:34 AR

Application

061 KE

S nposwiz.exe 5/26/2004 7:13 AM
* tracker.exe 1/6/2010 9:16 AM

Double click on this file.

You should see the following

-
* Create DBEC

Application

Application

873 KE
15,942 KE

Power & Performance Point of Sale

’ Forgot All Passwords ] ’ Wipe Out ]

" ROCKET-PO$

i
i
|
1
i

Unlock the Point of Sale ‘

’ Restore Data From Backup ] ’ Data Repair ]

Create DBC And Tables

This program will create all databases and data tables needed for the Point of Sale.
Acurrent backup should be made if you are using this routine to update to a newer
version or to refresh data tables. Make sure you are the only one on the system.

.

Click theCreate DBC And Tablbesitton, you will be asked to continue, say yes.

If this routine ERROR@&.t ¢ you have corrupted data and may have to send your data to us for repair.

See our website and support agreement for pricing on this service.

If this routine completes with no prdém, you are ready to continue with the upgrade.

Download the Upgrade from our website download area. Place this in a folder or on your desktop so you

may do the install from it. We strongly suggkeeping a copy of this file for the future in case your

system should crash or you need to install the exact same version on arethgauter.

After Downloading the Update



THIS IS IMPORTANWith the new WindowsOperating System&om Microsoft ¢ you will need to do

the following; After downloading the file ckdd UnZipMe.zip from our webpage, open the ZIP file and

then RIGHT CLICK on the file inside called Setup.exe. The screen below will open up and then click on
Run as AdministratoiThis is necessary to overcome all the security locks in the newer veo$ions
Windows.You may also have to do the same procedure in running dbcmake and Tracker and the batch
files until you have your security levels at the correct settings within your copy of Windows.

Mame . Size Date modified

ﬁb Setlp.exe 29753 KB 5/12/201010:17 AM
0

Qﬂend to Fax Recipient
{1} Morton 360 *

The download will be a zip file; you should be ablddable click on it to expose the SETUP.EXE file
inside the zip file. Double click on this file. This should start the install routine. Follow the on screen
prompts.

The password for the new install iSUPEIPOS (all lower case case sensitive)

After installation is complete, reboot your computer.

To make sure the new install took effego into the Windows Explorer again and check the dates on
these two files; TRACKER.EXE and DBCMAKHEEXBHates should be May, 2010 or later. If not, erase
thesefiles and then do the install again.

Now we need to bring the POS data files up to the new specifications and verify the new libraries
loaded.

Go to your start button in WindowSee above about running as an Administrator)

Rocket-POS
. Point of Sale

| Wy DBCMaEE)S
Q Rocket-

1 Back




And click on dbcmake again.

f Create DBEC -
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ROCKET-PO.

Power & Performance Point of Sale

e il i T o | _ e

’ Forgot All Passwords l ’ Wipe Out ]

_ ‘ Unlock the Point of Sale
lRestoreDataFrom Backup] ’ Data Repair ]

This program will create all databases and data tables needed for the Point of Sale.
Acurrent backup should be made if you are using this routine to update to a newer
version or to refresh data tables. Make sure you are the only one on the system.

Create DBC And Tables e
Close

o

Click the Create DBC And Tables button again, say Yes to the prompt and let the dbcmake up data your
files and structures. If this routine errors out, you may have corrupted data and will need us to fix your

data files. Go to our website under the Supparta for pricing and the Support agreement.

We now need to Unlock the POS with our new NSiI file, this file should have been given to you by your

dealer or emailed directly to you.

Place this file in the NICKEL folder.

Click the Unlock button showing abowéou must Agree to the License Agreement before going any

further.
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License Agreement Intookithe
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SOFTWARE LICEMSE AGREEMEMT

| »

License Agreement

m

) IAGREE
) DO NOT AGREE

License

PLEASE READ THIS LICEMSE AGREEMENT "AGREEMENT™) CAREFULLY. BY
AGREEING TO THIS LICENSE AGREEMENT, ¥OU ARE AGREEING TO' BE
BOUMD BY THE TERMS OF THIS AGREEMENT. IF YOU DO NOT AGREE TO

| | THE TERMS OF THIS AGREEMENT, PLEASE RETURM THIS UN-LOCKED

| | SOFTWARE TO YOUR DEALER FOR A CREDIT OR REFUND.

| Restricted Uses

DotDude.com, Inc. grants to you to use OMNE copy of the software program (the
"SOFTWARE™) and related material delivered with this AGREEMEMT.

DotDude.com, Inc. retains the copyright protection of the SOFTWARE. E‘T

Once you Agree, click the Unlock Tab

r -
* Un-Lock the Point of Sale System - E
License Agreement l[gbck the Software
SOFTWARE LICEMSE AGREEMENT * | License Agreemen
License ‘E‘ i@ | AGREE

Click the | Have a NSI Unlock File
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@ Un-Lock the Point of Sale System

License Agreement Unlock

[ @ | have a NSI Unlock file.
I ) Requagst a NSI Unlock file.
|
[
[
‘ .
Find NSI
Serial
Number File

Then click the Find NSI Serial Number File, the below window will open up. Select your NSl file and
then clickSelect.

" @ Find NSLDBF

- - |
Lookin: |, Nickel - €
It= Mame . ]
e =] MCOUPONS.DBF 1
Recent Places =] mercury_codes.dbf 1
= =] MIID.DEF 1
- = MODEL.DBF 4
Desktop = NEWITEM.DBF 1
= == MICWEE.DBF 7
= = MNOPO.DBF 1
Libraries | == NSI_S000012157_3.DBF N 3
e .dbf =
&l ;HUCDUPDHS Type: Microsoft Visual F
- = PBREAK.DBF Size: 1.36 KB
Computer =1 PcCharge.DBF Date modified: 6/18/200
= PcCheck.DBF 1
%,' =3 PlusMin.DBF 3
Network = DOIFES NRF 1
Find N51.DEF; MNSI_S000012157_3.DEF
Cilmm mf omim - [T_Ll_ Bnlela

You should now get the following window



POSTED

=

Codes Posted....

_L Your Point of Sale is ready to use,

b
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You can now Exit the dbcmake program.

Please NOTE; Sometimes our code generator will1mgssd generate an invalid code, if this appears
to happen to you, email use and let us know. You will be alielitd this happens when you enter the
Point of Sale and you get a message, Invalid Codes.

If you are using Mercurg you must download and Install the latest DE€lientfrom their website

You must install Microsoft .Net 3.5 for either Mercury or pcChatgewnork correctly¢ see our web

page for the link to this.

The next steps are necessary to register the Mercury and VeriFone Libraries.

In Windows Exploreffind the folder called €ercury_Shield, inside of this folder you will find a file
called,Regiter_Mercury_ LIBS.batright click on this file and then run as an administrator as shown

below;

Common.dll
D5ITransaction.dll
Interop. DSICLIEMTXLib.d
Interop. VERL000XLib.dll
MercuryShield.dll
mercuryshield.tlb

| MPS.POS, Utils.dll

i5p MPS.POS.Utils.dll.config
|| mps.pos.utils.tlb

| MSEnum.dll
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msenum.tlb

—
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Peripheral.dll

4/26,/2010 7:10
4/26/2010 7:10
4/26,/2010 7:10
4/26,/2010 7:10
4/26/2010 7:10
4/26/2010 712
4/26,2010 7:10
4/26/2010 7:10
4/26/2010 712
4/26/2010 7:10
4/26/2010 712
4/26,/2010 7:10

Register_Mercury_LIBS.ba

-3
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|%| Transaction.dll

|_| transaction.tlb

Open
Edit
Print

T;_" Rua as administrator

Tretihleshont comnatibilite



You will see an old style DOS window open and run an internal program. You will have to press your
Enter key four times (once after each pause) to getghese to run the next command. Make sure
before hitting your Enter key that command ran successfully.

You must now do the same thing for pcCharge. Find the folder callgdrone, inside of this folder
you will find a file calle@kegister_pcCharge.LIB&, right click on it, and run as an Administrator as
above and you will have to click your Enter Kayee timeshere.

Note: We used pcCharge 5.7.1 to test against and it worked fine so any version of pcCharge 5.7.1 or
greater should work.

Make sure to run the install above on all work stations, you just do NOT have to rdbdimake
program on the stations connecting to your data.

You are now rady to use the POS

Here are some things that have changed and will affect yamcause of PCI

A manager password is now mandatéoy Managers



* Salespecple

Salesperson Security Rights ” Accou

Mame: | My Favorite Clerks Mame

Street: | Main Street
City: | Emmitsburg
State: |MD | dip: | 24727

Fhone: | (410) 324-2342 p— No
T

Active Clerk —

This clerk can be a Line-ltem Clerk
Is A Service Tech

Use A Cash Drawer

Sign On Code: | 001

Fassword:

Admin Password: Optional
Admin PAW must be min of 7 charcters and contain 1 Upper
and 1 Lowsr Alpha Character and 3 Mumenc Character

Department:

Listed As —

An - 4 2 0
Admin :Prev || Mext || Add

A Default Manager Password was made for any Managers in your POS system of
Templ23

Point of Sale UseManagement Requirements

Rocket POS supports unique user accounts. No two individuals can share an account. Any out of the box
default accounts must be prompted to change the password at first login. Depending on the type of
access a user account has, twitietent levels of security requirements apply.

1. Administrative Users

Administrative users are those that have access to administrative functions as defined below. Access to
create, edit, or delete users Alter user privileges Password resets or acookiott resets Access to
configuration screens Access to delete the logs if such a function is available Creation and deletion of
system level objects (drivers, system services) if such a function is available



Security requirements for administrative useRequired to log in at the beginning of their shift and sign
out at the end of their shiftManagers mst have both a username and a password. The password must
meet the following requirements.

Contains both numeric and alphabetic characters

Minimum lengthof seven characters

Must be changed every 90 days

A new password cannot be the same as the prior four passwords Six consecutive incorrect
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account lockout, not evethe correct password can grant them access. Locked out accounts

must remain locked out for at least 30 minutes or until another administrator resets the lockout.

If the user is idle (no activity has been performed by that user) for 15 minutes, the ustren

enter their password to continue their session.
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2. Basic Users
Basic users are those that do not have access to any administrative functions.

Security requirements for basic users: Required taifogt the beginning of their shift and sign out at
the end of their shift. Basic Users must have both a username and a password or PIN. No complexity
requirements apply.

Card Changes

If you are using pcChargehe Credit Cards screens are not drastically changed but will have PCI
Compliant at the top ofach screen.

If you are using Mercurgthe screen changes are tdkianew.

How the new PCI routines work within the PO&sentially when a card is scanned now or hand

entered, it is actually being scanned or entered into the pcCharge SIM module oeticeiiyl Mercury
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the credit card data, there is no way to store the data.

You will find two new folders on your C: drive.

For Mercury it is called CA\Mercury_Shield

For pcCharge it is calledC\ Verifone

Without these folders, the new credit card routines will not work.
Do NOT erase these folders.

Inside of these two folders are a BATCH file that will be required to be run by you.



Particular note tqpcCharge users, the Everest Plus pin pad is no longer supported as it is NOT PCI
compliant.Only the Peripherals listed in our POS are supporgt not all peripherals listed in the
VeriFone SIM flyer.

Mercury now ONLY supports the VeriFone 1000se PiraRadill soon support the Ingenico i3070 pin
pad.

How Mercury Shield Works



