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PADSS Implementation Guide:
Steps to ensure that your PO$stem is secure

About the PCI Security Standards

The PCI Security Standards Council is an open global forum, launched in 2006, that is responsible for the development,
management, edcation, and awareness of the PCI Security Standards, including: the Data Security Standard (DSS), Payment
Application Data Seeity Standard (PASS), and PiEntry Device (PED) RequirememiB.of the five foundingredit card

brandshave agreed to inc@orate the PCI DSS as the technical requirements of each of their data security compliance
programs. Each founding member also recognizes the QSAs and ASVs certified by the PCI Security Standards Council as bein
qualified to validate compliance to the PC3$S.

The PCI DSS is a multifaceted security standard that includes requirements for security management, policies, procedures,
network architecture, software design and other critical protective measures. This comprehensive standard is intended to
help aganizations proactivelgrotect customer account data. All businesses handling credit and debit cards are required by
the card brands to maintain PCI DSS compliance.

ThePADSSs a security standard designéd help software vendors develop secure pagmhapplications that do not store
prohibited data, such as full magnetic stripe, CVV2 or PIN data, and ensure their payment applicatiorscemppitance
with the PCI Data Security Standard. All payment applications handling credit and debit camtpuaelrby the card brands
to maintain PADSS compliance.

For more information on the PCI standards, \lisib://www.pcisecuritystandards.org
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Implementation Guide
Welcome toTranSentryt | Y R aP&yiEndAydEtems Secure Payment Processing

TranSentryis a PADSS validated payment application that has been directly integrated into your Point of Sale system. This
direct integration gives your system the BSS compliance required by the card brandgemmnaintaining the familiar end

user functionality of your POS. When used in your PCI DSS compliant bukiaeSgntry 82 3IABSa &2dz YR &
peace of mind knowing card data is safe from theft.

TranSentryeliminates the need for your POSgigationto handle sensitive cardholder data. Once a transaction is ready to

be tendered on your POSranSentryseamlessly takes over the transaction flow and initiates the swipe or manual entry of

the card information using its own easy to use scréganSentr2 a8 LJ2 6 SNF dz2f Sy 3aAyS GKSy KIFyRf S

GNI yal OdAz2zy RANBOGEE (2 aSNDdNE tlFeayYSyid {@&aiSyaswnsitive OdzNB
transaction response information.

Implementing Your Bint of Sale andl'ranSentrySecurely

Of the PADSS and PCI DSS criteria that determine the security level and ultimate compliance of your POS system, six areas
stand out as requiring particularly close attentiatoring card data, user management, logging, wireless negtwo
considerations, remote access and encryption ovdsliz networks.

StoringSensitive CardData
TranSentrywill never store sensitive card data. There are no debugging or troubleshooting settings that permit
sensitive data to be stored. Storing sengtoard data through alternate means should be avoided whenever
possible to avoid risk of theft and to minimize PCI compliance requirements. If you must store sensitive card data for
I @FfAR 0dzaAyS&aad NBF&aA2y I &2dz Y denédpBhibiedAdiStorage by®8IBh v 2 i a
as full magnetic stripe, CVV2 or PIN ddtgou are storing full account numbers, the card data must be properly
encrypted and protected as defined by the PCI Data Security Standard.

RocketPOStoppedstoringcardholderdata several years ago in previous versions if you are upgrading from an older
version the uglate process Jliiif any cardholder data is preseatitomaticallyshrink and empty thoséelds The
cardholder data if present would be found in the c:/Ni¢k&CHist.dbf omain POStation.

Encrypt Sensitive Trafficver Public Networks
TranSentryses the Datacap DSIClientXsemdtransactions containing card dater the internetto our servers for
payment processing. The DSIClientX is the client component of the DatacePadyEsblution, a PABP 1.3 validated
product. The transmission is encrypted usBgL and aapproved strong encryptioprotocol.

Attempting to send sensitive card data through alternate means should be avoided whenever possible to avoid risk
of theft andto minimize PCI compliance requirements. If you must send sensitive card data for a valid business
NBFazys &2dz Ydza i Sy & dzNBingsecdzed@yptdrSidriRmissian téchinoldgy(BSEE LG S R
VPN, SSL/TLS

Remote Access
TranSentrydoes not require the use of remote accemsany other form of remote administratiore(g. Telnet)

If you use an alternate administration interface over the netwarlg(@dministrative web page, telnet) to access
your payment processing environment, thatfic must be encrypted with a secure encryption technolagy.SSH,
VPN, or SSL/TLL® maintain PCI DSS compliance.
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If you require the use of traditional remote computer or network access, it must meet the following requirements to
maintain PCI DSSropliance.

f 52 y2i dzAS NBY2:GS I 00Saa &az2ftfdziaAzya NBIdzZANRY I &Lk

1 Incorporate twafactor authentication for emote accesdJse technologies such as RAQMSCACS
with tokens, or VPNvith individualcertificatesassigned to each user

1 Develop usage policies for critical employfeeing technologies (for example, remegecess
technologies, wireless technologies, removable electronic media, laptops, personal data/digital
assistants (PDA%®;mail usage and Internet usage) to define proper use of these technologies for all
employees and contractors. Ensure these usage policies require the following:

o Explicit managemerapproval

0 Authentiation for use of the technology

o A list of all such déces and personnel with access

o Labeling of devices with ownemiatact information, and purpose

0 Acceptable uses of the technology

0 Acceptable network locations for the technolegi

o List of companyapproved products

0 Automatic disconnect of sessions for remeatecess technologies aftarspecific period of
inactivity

o Activation of remoteaccess technologies for vendors only when needed by vendors, with
immediate deactivation afteuse

0 When accessing cardholder data via remateess technologies, prohibit copyove, and
storage of cardholder data onto local hard drivesl removable electronic media

T LT OSYR2NABRI NBaSttSNEkAYGSANI G2NEZ 2N Odzad 2 YSNE&
the remote acces must be implemented securely

Examples of rewte access security features include:

1 Change default settings in the remote access software (for example, change default passwords and use
unique passwords for each domer)

1 Allow connections only frompgcific (known) IRddresses

1 Use strong authenticain and complex passwords for logifmefer toPCI DS&quiremerts 8.1, 8.3,
and 8.5.88.5.15

1 Enable encrypted data transmission according to PCr&fs8ement 4.1

1 Enable account lockout after a certain number of failed login attempts according taSSCI D

requirement 8.5.13

T /2yFAIdNE GKS aeadSy a2 | NBY20GS dzaSNJ Ydzad Sadl
a firewall before access is allowed

1 Enable logging functian

1 Restrict access to customer passwords to authariaseller/integratorpersonnel

i Establish customer passwords according to PCr&ffsements 8.1, 8.2, 8.4, and 8.5

Mercury has evaluated several remote access solutions, comparing cost, convenience and security features that
meet PCI compliance requirements for remote aaceMercury recommends the use of LogMe&kntral with free or
professional client packages. LogMeln accounts need to be configured fdatiy authentication.

For more information, visit LogMeln dtttp://www.LogMeln.com
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Wireless Networls
TranSentrydoes not require the use of a wireless network avidrcuryadvises against using oneytfu set up or
have a preexsting wireless networkake the following precations to remainPCIl compliant.

1 If the wireless netwik is not usedy your payment processing systemsake sure that firewall
prevents access tthe payment processing systems.

1 Wireless networkattached toyour payment processing netwoMdUST meet the following PCI DSS
requirements:

0 As of April 1, 200%ll newly deployed wireless networks must be using WPA or WPA2
encryption.

09EA&GAYT 6ANBEt Saa aSidzla Ydzad dzas 2t! 2N 2t!
Some older wireless equipment lack WPA support, but almost all can be updated through
firmware and driver updatesmade atat 6t S 2y G KS Ysitey dzF I O dzNB ND &

o In the rare case when there are no available updates from the manufacturer that add WPA or
WPAZ2 support, WEP must be used. Those devices must be replaced with newer equipment
and the erryption changed from WEP to WPA or WPA2 encryption by July 1, 2010

0 The defaultWPA/WPA2 encryption key must be changed to a unigue strong key.

oThedefaultldr 8362 NR F2NJ I O0SaaAay3d GKS 2ANBftSaa ! 00
unique strong pasword.

0 Change default SNMP (Smart Network Management Protocol) community stringygeless
Access Point§ SNMPis supported or disable SNMP altogether.

o{ @8YOKNRYATS G(G(KS I 00Saa ol doyhputero efsurdlddded G2 oS
timestampsmatch
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1 Wireless networkattached toyour payment processing networkre HIGHLY RECOMMENDED to
enable additional security:

0 Do not wait for the July 2010 deadlite update from WEP to WPA. WEP is extremely
insecure. Easy to use tools are readily avadlabat only take minutes to discover the WEP
key. These tools have been employed for the last several years by criminals to access business
networks, leading to several data breaches.

0 Use wireless keys of 13 random characters containing letters, numbetsyanbols. Keys
comprised of words or names are quickly found by criminals using readily available, easy to
use tools.

o DisableSSIBroadcast to make your wireless network legsble tounauthorized users.

0 Use MAC address filterirap that onlyauthorizd computers are allowed access to the
wirelessnetwork.

0 When configuring WPA or WPA2, use the AES option. Only use TKIP when AES is not an
available option. Although not severe, there are known weaknesses in TKIP.

More information on network segmentatiocan be found in the sectioNetwork Basics and Segmentation
Recommended network configuration diagrams are available in Appen&gddmmended Network Configurations.
Foramore tharough explanation regarding setting up wireless networksiew the PCDSS Wireless Guidelines
documentlistedonthé / L { SOdzNARG& / 2dzy OAf Qa sSo6aArasSy
https://www.pcisecuritystandards.org/pdfs/PCl_DSS_Wireless Guidelines.pdf

Network Bascs and Segmentation
Switches are network devices that allow you to connect together multiple computers, routers, and wireless access
points, firewalls, etc. Switches have multiple network ports, one for each item connected using a network cable. All
devices connected to the same switch can communicate with each other unobstructed.

Firewalls are network devices that allow you to protect a network segment on the LAN side from the network
segment on the WAN side. Although they can cost up to $70,000, ther@expensive ($48100) small routers
containing firewall functionality that can be found at any store containing computer equipment. These inexpensive
routers will work sufficiently so long as they support Stateful Packet Inspection (SPI).

Network segmatation is a strategy intended to simplify PCI compliance of your network and to help you protect
your business from hackers. At the most basic level, there are three zones representing three levels of risk.

Untrusted Environmentg Network connections theanonymous people have access to are considered

& dzy (i Niihey $héuld have no network access to your business computer@@8equipment. Business
computers should never be connected directly to this zone. Common untrusted networks are the internet
connection itself, customer wireless internet access, and visitor network connections. This is the highest risk
zone because anybody can connect to it anonymously. Systems connected to this zone are commonly
hacked or get infected with malware and viruses.

Non Card DatdBusines€Environmentc¢ Systems not used for payment processing, but are still business
owned fit into this segment. These are systems that can be used for email, web browsing, and other higher
risk activity that you would never want to perfaron your payment processing systems. On occasion, these
systems will almost certainly become infected with malware and viruses. Once a computer in this zone is
AYFSOGSRE (GKS KFOLTSNI 2N AYFSOGA2Y SAf rewdllwed | R 2
that if any systems in this zone handle credit card data, that data is being put at risk. This is a medium risk
zone due to risk of occasional infection. By segmenting these systems into their own zone, the breach is

contained. The hacker, mall N3 2 NJ @GANHzz R2Say Qi NBIFOK &2dz2NJ TANB
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Card DataBusines€Environmentg Systems used for payment processing fit into this segment. These

systems should only be used @O Sactivity and should NEVER be used for aiimer reason. Should these
computers become infected with malware or viruses, sophisticated hacking tools can potentially steal

sensitive data such as credit cards. The average cost of a breach for a small merchant is $36,000. This is a
low risk zonebecauS A (1 Q& LINPGSOGSR FTNRY G(G(KS 20KSNJ (g2 12yS§S
and email do not occur inside it. The chance that hackers, malware, or viruses spread to these systems is

minimal.

In summary, to segment your network for securityuyshould:
1) Protect both business environments from the untrustedvironment
2) Protect your card data business environment fronethon card business environment

For simple network diagrams to help guide your network configuration, see Appendix A, Recordmaiderk
Configurations.

User Management
RocketPO®/henfirst installed uses a defauldaninistratoraccount with the usernamelEMPanda default
passwordTempl23When a user first logs in she/heieompted to change th default admistrator password.
Users are advised change f £ RSTlF dzf § dzaSNJ L5& |yR LI &dag2NRa aiyos
in product manualge.g.User: AdmirPasswordpassword).

Each user must have a unique user ID and passMd@not use group, shared or generic accounts or passwords.
Users should never share thepassword with anyone else.

It is highly recommended to disable deleteinactive or terminated user accounts immediately to prevent access.
Although immediate etion is recommended, for PCI compliance, this absolutelgtbe done within 90 days.

Theserequirementsare for PADSS compliance and automatically maintaibgdRocketPOSThey apply only to user
accounts with administrative level access.

Passwords must be at least sevecharacters

Passwords mustontain at least one upper case and dower case letter

Password must be changedt least every 90 days

Passwords mat not be the same as the last foused

Failureto login six times in a rowill result in the accounbeing lockedout for 30 minutesor until
unlocked by another administrator

1 After a user idle time 0f5 mirutes,the password must be rentered

=A =4 =4 -4 A

Additionally, Windows accounts should be configured to meet these secure authenticatjoimements for PCI DSS
compliance.

Logging
TranSentrjogging is enabled upon stagt and cannot be digded. It logs the following information for every credit
or debit transaction.

Date and time

Type of transaction

Success or failure indication

Usernane

Origination of event

=A =4 =4 -4 =

Thelocation of theTranSentryogging directorys configuredin MPS.POS.UTILS.DLL.configdeafiaults to:
a ALogTranSentry¢ dbog files are created using the following naming conventidranSentrizogYYYYMMDD.log

User ManagementiRockePOS
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RocketPO®ggingis enabled upon starp and cannot be didded. It logs the same information shown above for
administrative level access aedery credit or debit transactio.helocation ofthe RocketPO®ggingdirectory is
C\Nickel

For PADSS compliancéng filesmusthave access contrebpplied so that onlauthorized usersan modifythem.
Additionally, the Windows Security Event g need to beconfigured to log access to tAganSentryand
RocketPO®gfiles. Toenable thesesettings, follow the steps provided in AppendiX Bg fileSecurity Settings. Not
applying these settings or disabling them can result in non PCI DSS compliance.

m Logging| RockePOS
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Appendix A
Recommended Network Configurations

Recommended Network Configuration

m Appendix A:| RockePOS
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Recommended Network Confi

uration with Wireless Access (802.11, WiFi)

ALL ENCRYPTION KEYS SHOULD BE 13
CHARACTERS OR MORE, RANDOM, AND
CONTAIN LETTERS, NUMBERS, AND SYMBOLS

WEAK KEYS WILL BE HACKED!

Appendix B:
Log fileSecurity Settings

1) Go to the Run line in your Start meniype secpol.msc and hit the OK button.
Run b

- Tvpe the narme of a program, Folder, document, o
Internet resource, and Windows will open it for vou,

Cpen: I secpol.msc j

Cancel | Browse. .. |

Appendix B:| RockePOS
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2) ' YRSNI [20If t2ftA0ASaz !'dzRAG t2tA0er R2dzotS Ot A0l 2V
-loix|

File Action View Help

e B XEB 2

@ Security Settings Policy  / I Security Setting I
{28 Account Policies Audit account logon events Mo auditing
=08 Local Policies 88 audit account management Mo auditing

(9 Audit Policy [28) audit directory service access Mo auditing

{18 User Rights Assignmer &%) audit logon events
tE @ Security Options

(21 Public Key Policies

Mo auditing

: ! o Audit policy change Mo auditing
(Z) Software Restriction Polici Au it privilege use No auditing
8, IP Security Policies on Loc:

‘g % ! Audit process tracking Mo auditing

4 | ] _)] Audit system events No auditing
I I I

3) Enable success and failure then hit OK. Close out of the Locait$&ettings window.

Local Security Setting | Explain This Setting |

4 Audit object access

:g%ﬁ:

Audit these atterpts:

¥ Eailure

QK I Cancel | Apply |

4) Go to the Run line in your Start meniype eventvwr.mscaand hit the OK button.

CENE—— 2|

= Tvpe the name of a program, folder, document, ot
5 Internet resource, and Windows will open it For vou.

Open: I EventyInE, msc v|

Cancel | Browse. .. |

Log file Security SettingbRockePOS
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5 wAIKG OfAO0] 2y {SOdaNAGeé& |yR OK22aS dat NPLISNIAS&¢ o
-Io| x|

Eile  Action Wiew Help

&= EMEFRR| @ m

@ Ewvent Yiewer {Local) Security 1 e
Application
o Type Date Ti
System @f Success Audit 9/13/2009 E
4| 2

6) Change the maximum log size to 960,000 KB. Configure to overwrite events older than 3a3idays

Security Properties 2 x|

General | Filter |

Dizplay name: ISecurit_l,l

Log name: IC:\WINDDWS\S_l,lstem32\config\SecEvent.Evt
Cize: £4.0 KB [E5.536 bytes)

Created: Saturday, December 31, 2005 7:05:14 PM
Modified: Saturday, December 31, 2005 7:05:14 PM
Accessed: Sunday. June 07, 2003 2:33:32 PM

—Log size

Mawimunn log size: ISEUUUU _|::' KE

When masimum log size iz reached:

" Ovenwrite events as needed

' Oyenwrite events older than  |368 _I days
" Do not ovenarite events Restare Defaul
[clear log manually) [Oi=sinE EEklE |
[ Using a low-speed connection Clear Log |
Ok I Cancel | Lpply |

7) Navigate to the parent folder of thieg filelocation. The defauliog filelocation isd ALog, so you wold
yIE@AILES G2 al Y
8) Right click on théogfolder and choose Properties.

CENE (o]

Fle Edt ‘View Favorin 2| 48

@Back - 'J ™ lﬁ »
Address I“" [} j (]

Documents and Settings

\_J)Program Files
| _J)Resources
| WINDOWS

|1 ohjects seler | d My Car 7
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9) Switch to the Security tab and click on Advanced.
General | Sharing  Security I Customize |

Group or user hames:
ﬁ Administrator
!ﬁ Administrators
€7 CREATOR OWNER
€7 SYSTEM

ﬁ Users

Permissions for Administrator Allow

Full Control
Modify
Read & Execute

O
O
O
List Folder Contents O
O
O
o |

For special permissions or for advanced settings,
click Advanced.

0K | Cancel I Apply I

10)! yOKS Ol (KS oetitBromipkrent thedpermissiomehtye®s

Permissions IAuditingI Owner | Effective Permissions |

To view more information about Special permissions, select a permission entry, and then click Edit.
Permission entries:
Type ] Name I Permission l Inherited From | Apply To |
Allow Administrators Full Control Ch This folder, subfolders...
Allow SYSTEM Full Control CA This folder, subfolders...
Allow Administrator Full Control Ch This folder only
Allow CREATOR OWNER Full Control Ch Subfolders and files only
Allow Users Read & Execute  C:A This folder, subfolders...
Allow Users Special CA This folder and subfal...
Add... Edit... Hemoye
v dnherit from parent the permission entries that apply to child objects. Include these with entries explicitly :
idefined here,
™ Replace permission entries on all child objects with entries shown here that apply to child objects

0K I Cancel Spply

Log file Security SettingbRockePOS
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11) Click the Remove button.

Security B3

Selecting this option means that the parent permission entries that apply to
D) / child objects will no longer be applied to this object.
P
-To copy the permission entries that were previously applied from the
parent to this object, click Copy.
-To remove the permission entries that were previously applied from the
parent and keep only those permissions explicitly defined here, click
Remave.
-To cancel this action, click Cancel.

Copy l Remove I Cancel I

12) Click the Add button.

Permissions |Auditing| Owner | Effective Permissions |

To view more information about Special permissions, select a permission entry, and then click Edit.

Permission entries:

Type I Name I Permission I Inherited From | Apply To l

Edit... Hemove

Inherit from parent the permission entries that apply to child objects. Include these with entries explicitly
defined here.

I Replace pemission entries on all child objects with entries shown here that apply to child objects

0K | Cancel l Apply |

13)¢28LIS a! RYAYAAUNI G2NBRé YR KAG GKS hy odzid2y o

Select this object type:

IUser, Group, or Built-in security principal Object Types...

Erom this location;

I Locations. ..

Enter the object name to select [examples]:

Administrators Check Mamez

FiE

Advanced... | (1] 4 I Cancel I

A
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14) Check the box to Allow FuII“ControI. All the boxes below will automatloalbelected.
15)/ KSO1 GKS 062E |G GKS o02GG2Y2 a! LI e GKSasS LISN¥YAaaiz

16) Repeat steps 125 for any additional accounts that neadcess. If yotwn RocketPOsnder non
FRYAYA&AGNT GAGS 2 Ay RAekdto mraddddlagwelD2 dzy 1 a2 (G KSe Qf

17) Switch to the Auditing tab and click the Add button.
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